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*+} panda Global Protection 2009 (2.00.00)

Fanda
Global Protection

Threats detected in the last month:

m Buy Update D Preferences

Status Scan

Viruses: 1] Spyware: a Unknown threats: 1]

=l & =
H Hep

Report Quarantine Services

Wiew statistics

Protection @ Maintenance

® Antivirus

® Firewall

@ Identity protection
® Vulnerabilities

® Anti-spam filter

® web content control

Settings
View network activity

® Automatic backup copy
® Optimize performance

Settings
Online backup

o, T m
% =@ 7 el C\Windows\syst. | @ Panda Global Pro...

@ Updates @

® Automatic updates

Last updated:

2009/1/8
License expires:
2009/2/8
Update now
Settings
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':_-3. Panda Global Protection 2009 (2.00.00)
€3 Panda Global Protection 2009

Knawin threats £nable the firewall protection:

rvices

Threats| Q Rules skakistics
Viruses: You can specify which programs can access the Internet (or netwaork). Settings...
Unknawn
threats Enable or disable Windows services, Settings...
w Specify the addresses, ports and protocols that your computer can use to Settings... ;
Firewall communicate with other computers, @
Prots ﬁ Metworks
® Anti Identity ‘You can configure the security level of the networks. Settings...

rotection
F Enable automatic mode

L]

® Ider .

© Vv @! Automatically set the security level to be applied to new networks to which
i . you connect.

@ Anti Vulnerabilities

© wieb . Wi-Fi

._J Blacklist and whitelist of computers with access to the netwark. Settings...

Web content E now
control trings

@ Heb ok ] [ Cancel Apphy
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7 FRIE H R, Ay Specify the Addresses, Ports and Protocols ..
B, Ko I S B

AT 9L M) Settings... 1%

3

*} panda Global Protection 2009 (2.00.00)

{C: Panda Global Protection 2009

"3 system rules settings (3]
Syskem rules settings
Threats Add the connection rules you want. These are general rules and have priority over the rules selected
individually for each program. The rules are applied in descending order.
Viruses:
Rule name Action to take Protocol Direction
Deny MNetBIOS (TCP)i... Deny communication TCP Inbound
Allow Windows Messe...  Allow communication LoP Inbound
Protd Deny Windows Messe... Deny communication uDP Inbound
Allow Distributed Tra...  Allow communication TCP Inbound
® Anti Block Distributed Tran... Deny communication TCP Inbound
@® Firey Block ICMP Echo Req...  Deny communication ICMP Inbound
® Iden Deny MNetBIOS (UDP) ... Deny communication LCP Inbound
® vin
® Anti
® Web|
@ Hen [ o4 ] [ Cancel ]
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H:

3

«3 panda Global Protection 2009 (2.00.00)

£ Panda Global Protection 2009

"_—': System rules settings 227
Sustem riles cebtinn
Add new rule (=3
Threats|
Viruses: New rule
Rule name: VNN In|
Action: Allove communication  |w Protocol: TCP/UDP w
Direction: Inbound h Local ports: All -
Prote
Zone: all v
® Anti Example: 110, 25-30, 115
® Firey Remote ports: Al -
® Iden
® Vuln
. Example: 110, 25-30, 115
® Anti Applies to the following PC:
® Wehb| Example: 182, 168.1.1-182,1658.1.254,172. 1. 1.1
[P addresses: 2.0.0.0-2,255.255.255 Separate addresses and ranges with commas
MAC addr . Example! 00:AF:CB:05:ED:FF,08:06:AC: 15:E2:FF
VAL aodresses: Separate addresses with commas
[ OF, l ’ Cancel ]
L 7 JiER) [ K Il Canicel |
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73 panda Global Protection 2009 (2.00.00) == [=]

£ panda Global Protection 2009

s} gystem rules settings =

Suchem rules cabhinn,

Add new rule (=3
Threats
Viruses: New rule
Rule name: VMM Out
Action: Allow communication W Protocal: TCR/UDP R
Direction: Outbound hd Local ports: All v
Prote
Zaone: Al w
® Anti Example: 110, 25-30, 115
® Firey Remote ports: All w
® Ider
® Vuln
- ) ) Example: 110, 25-30, 115
® Anti Applies to the following PC;
® Weh| Example: 192,168, 1.1-192.168, 1,254,172, 1. 1.1
1P addresses: 2.0.0.0-2.255.255.435 Separate addresses and ranges with commas
MAC addr . Example: 00:AF:C8:05:E0:FF,08:06:AC: 15:E2iFF
YAk aooresses: Separate addresses with commas
I OK. l ’ Cancel ]

’ 04 ] [ Cancel ]

~ ¥ el 0K I1 Cancel |
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"} panda Global Protection 2009 (2.00.00)

£ Panda Global Protection 2009

e} system rules settings (=5
Sysken rules settings
Threats| Add the connection rules you want, These are general rules and have priority over the rules selected
individually for each program, The rules are applied in descending order,
viruses:
Rule name Action to take Protocol Direction
Deny MetBIOS (TCF)i... Deny communication TCP Inbound
Allow Windows Messe...  Allow communication LDP Inbound
Protsd Deny Windows Messe,., Deny communication uoe Inbound
Allow Distributed Tra...  Allow communication TCP Inbound
® Anti Block Distributed Tran... Deny communication TCP Inbound add
® Firey Block ICMP Echo Req...  Deny communication ICMP Inbound
eleke
® Iden Deny MNetBIOS (UDP) ... Deny communication LCF Inbound
@ V”"_" YMN In Allow communication TCP/LDR Inbound Settings...
® Anti VMM Out Allow communication TCPUDP Cutbound
® web
’ o4 ] ’ Cancel
[ 7 J5E | K I1 Canicel |
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mith OK %41, #RJG kg “You Can Specify Which Programs...” J& 34714
HELLLT Fifi

"3 panda Global Protection 2009 (2.00.00)

-
-
o

ePdQPOQOO®D®
r<gmp

"+ programs with external access

‘You can establish which programs can communicate using the Internet/network.

Enable automatic assigning of permissions

Programs

[®5] TCPIP Finger 4y
[E5 Userinit %ﬁﬁﬁﬁﬁ#}_ﬁ

windows BHBIRRSHET TR
Windows #FEETESR

IE] FEEATHIE

[F FERRSEERER
[ #@iER

= BREHniEHiE AR

[ EEEEEFRARRER
= HEIRRS S {THEO

(577 hpg; perfvion 3128

@ FFiRARS Sz TRHE

Show operating svstem programs

Communication

Allow

outbound connections

Custom permissions

Mo connection

W

B8 e oo v [ b o o I

tallow inbound and outbound connectid

=ijRY ! la||

|E] Wi |ndo';-.'s Media Player REEHERRE
By Windows 1532

B windows ERmMIZE

[57] windows ARSS EH#HE

IE]

Allow inbaund connections
Allaw outbound connections

<

Custom permissions

Allow

Allow

Allow

outbound connections

Allow outbound connections
inbound and outbound c...

Allow outbound connections

outbound connections

Custom permissions

Allow
Allow

Allow

Allow inbound and outbound c...

outbound connections
outbound connections
outbound connections

L35S (S (] 1 L ) (S 6 s

Cuskom permissions

Add program

Delate

Restare

oK ] [ Cancel

EH R 517 Show Operating System Programs & IEAHE, 2% 54k %] VNN Core Engine Service, M A7l
f\) Communication | $%1)% 11+ Allow Inbound and outbound connections.
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( Error ﬁq'

I-”"_"“-I This program can only be installed on versions of Windows
‘' designed for the following processor architectures:

x64

RE

) R T PR R B R S A E RERAATF S B BRI RS2 64
R (x64), WINIZIEFE 64 A7 1K) VNN4 Z23EFL 7

WERIE I BRAE R G 32 11(x86), WINiZIEFE 32 AL 1) VNN4 2R ¥ o

T B SR AT AR G R Al R 3 B SO AR S (K134 AR GEhiAS , %1 Windows I, 3 s JT 46
S, WEPEEAT, A winver JFRIAE Al “HAE T LN H QAR R GRS .

TR ATVNNS 122556 B EIVNNG 25 7 ditg RRAS 326 388 TE A7 0 RRAS TR 22 25 8 s )
http://www.bizvnn.cn I 25 NAEVE RGRASITIVNNS 27 i
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Error writing to registry key:
! HEEY LOCAI. MACHTHESSOFTWAREY\Microsofth\Windowst \CurrentVer=zion' hRun

E= et?alueEx failed; code 5.
fEEiEl. .
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installatien.

EnslEREIETRE

AR A, LR S T S AR AR A P e R B . TE RS T
B E RS0 PR B Administrator AR 882 7547 T Administrators F F 4.

Ji4h, AE LA McAfee THENL LRI RAE R B, 7R 3 2 1K) McAfee 24 B 1)
oL T BRI AL 8. IR McAfee 22 4RI BT IR RS DA SRAR R /M BT I 5k
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Trusted zone (75 0 2] w] 45 4T X 350) F2 21 LA 4K 22 VNN4 (122255

o Proactive Defense

Process is krving ko install driver and gain full access
ko operating swskem. Secuarity conktral will nok be
awvailable anymore, Details. ..

Suspicious acktion:
Suspicious driver installation

Running process (PID: 3636):
Z:\Program Files\Zommon Fil, L OWRRN4GCSRY ., exe

Allow
action will be completed.,

Deny
The action will be blocked

Add to Trusted zone

an exclusion rule For the process will be
creaked, The ackion will be performed.
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